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Computing and Culture Shock



Cyberspace

● Cyber comes from “cybernetics,” a term coined in 1948 to apply to the comparative
study of automatic control systems, such as the brain/nervous system and mechanical-
electrical communication systems.

 
• The term cyberspace was coined by William Gibson in his novel Neuromancer (1984)

to describe a futuristic computer network into which users plug their brains.
 

• Cyberspace encompasses not only the online world and the internet but also the whole
wired and wireless world of communications in general

 
 



◾

 The state of being protected against the criminal or unauthorized use of electronic
data, or the measures taken to achieve this (Oxford English Dictionary)
 

◾

 Measures taken to protect a computer or a computer system (as on the Internet)
against unauthorized access or attack (Merriam-Webster)
 

◾

 The body of technologies, processes, and practices designed to protect net-
works, computers, programs, and data from attack, damage, or unauthorized access
(WhatIs.com)
 

◾

 Refers to preventative methods used to protect information from being stolen,
compromised, or attacked (Technopedia)

Cybersecurity Definitions



The protection of information systems; software and
hardware that use, store, and transmit that information

Cyber security

Through systematic risk assessment  and
vulnerability management.

 • Is the collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches,
actions, training, best practices, assurance and technologies
that can be used to protect the cyber environment and
organization and user’s assets.

The adoption of appropriate legislation against the misuse of ICT
for criminal or other purposes and activities intended to affect the
integrity of national critical infrastructures



Six Blind Men and An Elephant



Cyberattacks





Advanced Persistent Threat (APT)



Competence required to prevent
cyber



NIST Cybersecurity Framework Overview



Competencies Required in Cybersecurity



Maintaining Professional Conduct



The process of digital forensics is typically as follows:
 

Digital Forensics Steps



Levels of law Enforcement Expertise





Stage 1
Investigation preparation

Stage 2
Evidence Acquisition

Stage 3
Analysis of evidence

Stage 4
Results dissemination

a) Identify the purpose of the investigation

b) Identify resources required

b) Preserve digital evidence

a) Identify sources of digital evidence

c) Interpret analysis results

b) Process data

a) Identify tools and techniques to use

b) Present findings

a) Report findings

Investigation Steps



Testing of the Procedure Used



● Main techniques used are forensic duplication and live incident response

Forensic investigation

Forensic duplication Live incident
response

Techniques Used



Digital Forensics Tools
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