


 Create user objects to represent the employees, customers, or 

students in your environment. 

 group :-

is just a collection of things. Groups are used most frequently  

in a security context you set up a group of users and apply certain 

permissions or rights to that group. Using a group is much easier 

when applying security than using individual users because you 

have to apply the security only once instead of once per user.
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A convention for naming user accounts 
should accommodate:

Employees with duplicate names

Different types of employees, such as 
temporary or contract employees
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Domain user accounts 
(stored in Active Directory)

Local user accounts 
(stored on local computer)

Windows Server 2003 Domain
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 Two different types of user accounts can be created:

1. local user accounts

2. domain  user accounts.

 Local user accounts :- are used to control access to the 

computer on which you are working. They are created on 

Windows Server 2003 by using the Local Users and Groups

 Domain accounts:- are created in Active Directory and are 

considerably different from local user accounts. Rather than 

storing information on the local machine, account information is 

stored in the directory and replicated to other DCs.



 Account names can be between 1 
and 20 characters (letters and/or 
numbers). 

 Account names are not case 
sensitive.

 The following characters cannot 
be used in the account name:
◦ " / \ [ ] : ; | , + = * ? < > @
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Create a domain user account

Create a local user account
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 Using groups, you can perform a variety of tasks that will affect the 

accounts and groups that are members. These include:

 Assigning rights to a group account to authorize them to perform a 

certain task

 Assigning permissions on shared resources to a group, so that all 

members can access the resource in the same manner

 Distributing bulk e-mail to all members of the group



 There are two different types, which are used for two different 

purposes:

1. Security groups

2. Distribution groups

 Security Groups:-A security group is a collection of users who 

have specific rights and permissions to resources.

Rights are assigned to users and groups, to control the actions a 

user or member of a group can take. rights are also sometimes 

called privileges.

Permissions are used to control access to resources.

When permissions are assigned to a group, it determines what

the members of the group can do with a particular resource.



 Distribution groups:- are used for sharing information. This type of 

group has nothing to do with security. It is used for distributing e-

mail messages to groups of users.

 Distribution groups allow applications such as Microsoft Exchange 

to send e-mails to collections of users.

 Active Directory provides three different scopes for groups:

1.  Universal

2.  Global

3.  Domain Local



◦ Global Groups :-

Global security groups are most often used to organize users who 
share similar network access requirements. A global group has 
the following characteristics: 

◦ Limited membership You can add members only from the 
domain in which you create the global group. 

◦ Access to resources in any domain You can use a global group 
to assign permissions to gain access to resources that are located 
in any domain in the tree or forest. 



 Domain Local Groups :-

Domain local security groups are most often used to assign 

permissions to resources. A domain local group has the following 

characteristics: 

 Open membership You can add members from any     domain. 

 Access to resources in one domain You can use a domain local 

group to assign permissions to gain access to resources that are 

located only in the same domain where you create the domain local 

group. 



 Universal Groups

Universal security groups are most often used to assign permissions 

to related resources in multiple domains. A universal security group 

has the following characteristics: 

 Open membership You can add members from any domain in the 

forest. 

 Access to resources in any domain You can use a universal 

group to assign permissions to gain access to resources that are 

located in any domain in the forest. 




