


» Create user objects to represent the employees, customers, or
students in your environment.

» group .-

IS just a collection of things. Groups are used most frequently
INn a security context you set up a group of users and apply certain
permissions or rights to that group. Using a group is much easier
when applying security than using individual users because you
have to apply the security only once instead of once per user.




Guidelines for Creating a User Account Naming
Convention

/ " "
A convention for naming user accounts
should accommodate:

¢« Employees with duplicate names

'« Different types of employees, such as
temporary or contract employees
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« Local user accounts

(stored on local computer)

« Domain user accounts
(stored in Active Director

< Windows Server 2003 Domaihs
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b Two different types of user accounts can be created:
1. local user accounts
2. domain user accounts.

b Local user accounts :- are used to control access to the
computer on which you are working. They are created on
Windows Server 2003 by using the Local Users and Groups

b Domain accounts:- are created in Active Directory and are
considerably different from local user accounts. Rather than
storing information on the local machine, account information is
stored in the directory and replicated to other DCs.




ACCOUNT NAMING

» Account names can be between 1
and 20 characters (letters and/or
numbers).

» Account names are not case
sensitive.

» The following characters cannot
be used in the account name:
NI =T >@
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How to Create User Accounts

¢ Create a domain user account
¢ Create a local user account




WORKING WITH DOMAIN USER ACCOUNTS

£# Active Directory Users and Computers

=4 File pction  View ‘wWindow Help
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@ Active Directony Users and Computers
-] Saved Queries
El@ contozo230. com
- Builtin
-1 Computers
(€8] Domain Controllers
I:l Foreigns ecurnityPrincipals
-1 LosténdFound
-1 MTDS Quatas
-1 Program D ata
- System
i) Users

lzerz 21 objects

Ma.. 7 | Type | Dezcription

ﬂ Adrmiristrator Idzer Built-in account for adminiztering the computerdd...
ﬁ Cert Publizhers Secunty Group - ... Memberz of thig group are permitted o publizh ce. .
ﬁ Dneddming Secunty Group - ... DS Adminiztratars Group
m DinzUpdatePromy Secunty Group - ... DS chents who are permitted to perform dynami...
ﬁ Domain Adminz Secunty Group - ... Designated adminiztrators of the domain
ﬁ Domain Computers Securty Group - ... Al workstations and servers joined to the domain
ﬁ Dramain Controllers Secunty Group - ... All domain contrallers in the domain
ﬁ Domain Guests Secunty Group - ... All domain guests
ﬁ Dramain U zers Secunty Group - ... All domain uzers
ﬁ Enterprize Admins Secunty Group - ... Designated administrators of the enterprise
ﬁ Graup Palicy Creatar Owhers Secunty Group - ... Memberz in thiz group can madify group palicy far..
& Guest Izer Built-in account for guest access to the computer...
ﬁ HelpServicesGroup Secunty Group - ... Group for the Help and Support Center
ﬁ I15_W/FPG Securty Group - ... 115 Worker Process Group

ﬁ IU5R_SERVERM Idzer Built-in account for anonymous access ba lnternet..
ﬁ ik _SERWERDT Idzer Built-in account for Intermet Infarmation Services b
% krbkgt Idzer F.ep Distribution Center Service Account
ﬁ RAS and 145 Servers Secunty Group - ... Serverg in this group can access remote acoess
ﬁ Schema Adming Secunty Group - ... Designated administratars of the schema
& SUPPORT_32823345a0 Izer Thiz iz a vendor's account for the Help and Supp...
ﬁ TelnetChents Secunty Group - ... Memberz of thiz group have access to Telnet Ser...

4]

| 2

11/11/2008




WORKING WITH LOCAL USER ACCOUNTS

LI Computer Management

Q File  Action  View Window  Help h | - |E |E|
& = B2
@ Computer Management [Local] tame Full M ame Dezcription
Eﬁ& System T':"Z'I_E 5 A dministratar Built-in account for admi
@ Event Viewer 5 Guest Buil-in account for gues
Shared Felders % SIPPORT_388945a0 CH=Microzoft Corporation....  Thiz iz a vendor's acco
= Local Uzers and Groups

-- Storage
[+ Services and Applications
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UNDERSTANDING GROUPS
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Using groups, you can perform a variety of tasks that will affect the
accounts and groups that are members. These include:

Assigning rights to a group account to authorize them to perform a
certain task

Assigning permissions on shared resources to a group, so that all
members can access the resource in the same manner

Distributing bulk e-mail to all members of the group




Group Types

» There are two different types, which are used for two different
purposes:

1. Security groups
2. Distribution groups

» Security Groups:-A security group is a collection of users who
have specific rights and permissions to resources.

Rights are assigned to users and groups, to control the actions a
user or member of a group can take. rights are also sometimes
called privileges.

Permissions are used to control access to resources.
When permissions are assigned to a group, it determines what
the members of the group can do with a particular resource.




» Distribution groups:- are used for sharing information. This type of
group has nothing to do with security. It is used for distributing e-
mail messages to groups of users.

» Distribution groups allow applications such as Microsoft Exchange
to send e-mails to collections of users.

» Active Directory provides three different scopes for groups:

1. Universal
2. Global
3. Domain Local




o Global Groups :-
Global security groups are most often used to organize users who
share similar network access requirements. A global group has
the following characteristics:

o Limited membership You can add members only from the
domain in which you create the global group.

> Access to resources in any domain You can use a global group
to assign permissions to gain access to resources that are located
iIn any domain in the tree or forest.




» Domain Local Groups :-

Domain local security groups are most often used to assign
permissions to resources. A domain local group has the following
characteristics:

» Open membership You can add members from any domain.

» Access to resources in one domain You can use a domain local
group to assign permissions to gain access to resources that are
located only in the same domain where you create the domain local

group.




» Universal Groups

Universal security groups are most often used to assign permissions
to related resources in multiple domains. A universal security group
has the following characteristics:

» Open membership You can add members from any domain in the
forest.

» Access to resources in any domain You can use a universal

group to assign permissions to gain access to resources that are
located in any domain in the forest.




Gabal group

Mermcers can come only fram |ecal damain.
R2rmCers can S00aEs [E50UNcas In amy doman.

Damain kca group

Merncters can come from ary damain.
Members 5iiess resounces only In laca domaln.

Universal group

Rerncers can come from ary damain.
Members can Sioass 1250UNS25 N any doman.




